«OCTOPOXKHO, MOILIEHHUKH ! »

B ycnoBusx pazsutus nudpoBoil SJKOHOMUKH, HJIEKTPOHHBIX TJIATEKHBIX CUCTEM
MEPCOHAIBHBIX DAJICKTPOHHBIX YCTPOWCTB M HHTEpHETa CTPEMUTEIBHO BO3POCIIO
KOJIMYECTBO COBEPIIEHHBIX C UX UCTOJIb30BAHUEM NPECTYILICHUMU.

CoBepIieHUIO0 JaHHON KAaTerOpUH MPECTYIUICHUH CIOCOOCTBYIOT JOBEPUYUBOCTH
rpak/aH, HEIOCTATOYHAS WX OCBEIOMJICHHOCTh M IMPEHEOPEKUTEITHHOE OTHOIICHUE
K 2JIEMEHTapHBIM MpaBuiIaM 0€30MacHOCTH.

Jinsg  npenynpexiacHHus IMPOTHBOIPABHBIX JEHMCTBUA MO JUCTAHIMOHHOMY
XHUIIECHUIO ICHEXKHBIX CPEJCTB BAXKHO 3alIOMHUTH CJICAYIOIIECE.

Cotpyanuku 6aHka 1o TeiaedoHy WM B 2JIEKTPOHHOM MTUChbME HE 3aMpaliuBaioT:

® [EpCOHANIbHBIE CBEACHUSA (Cepus W HOMEp MaclopTa, aapec pPEerucCTpalvi,

uMs 1 (haMUTUs BIAJCNbIIa KapThl);

e pekBu3uTHI, cpok aeicTeusd, [IMH- u CVV-koab1l 6aHKOBCKUX KapT;

e maponu win koAbl U3 CMC-cooOmeHuil s MOATBEPKIeHUS (UHAHCOBBIX

orieparui Ui uX OTMEHBI,

e JIOTWH W MapoJib JIJIsl BXOJa B JIUYHBIN KaOWHET KJIMEeHTa OaHKa.

Cotpyanuku 0aHKa TakKe HE MpeJiararT:

® YCTAaHOBUTb NPOrpaMMbl YJAJ€HHOrO0 JocTyna (WJId HWHBIE CTOPOHHUE
MPUJIOKEHUS) HA MOOWJIBHOE YCTPOMCTBO M Pa3pelIuTh MOAKIIOUYCHHE K HUM
MO/ PEJIOrOM TEXHUUECKOHN MOAIEPKKHU (HampuMep, y1ajeHUe BUPYCOB);

e nepeiiTu no ccpuike u3 CMC-coobieHus;

e BKIIOYUTH Tepeaapecandio Ha TeledoHe KIUEHTAa IS  COBEPIICHUS
B JJaJIbHEUIIIEM 3BOHKA OT €r0 UMCHH B OaHK;

® [0J WX PYKOBOJCTBOM MEPEBECTH [JI COXPAHHOCTU JICHEKHBIE CPEICTBA
Ha «3alUIEHHbIE» WU «0e30IacHbBIe» CUETa;

® 3aiiTH B OHJaliH-KaOuHeT 1o cchuike n3 CMC-coobtmennst Win 3IeKTPOHHOTO

nMchbma.

bank MoxeT MHHUIIMMPOBATH OOIICHUE C KIMEHTOM TOJBKO JJI KOHCYJIbTAIlUN
10 IPEAOCTABISIEMBIM yciyraM. [Ipu 3ToM 3BOHKH COBEPIIAIOTCS C HOMEPOB, YKa3aHHBIX
Ha O0OpPOTHOM CTOPOHE KapThl, HA O(PHUIIMAIBHBIX CaliTax U OAHKOBCKUX JTOKYMEHTaX.
WHple HOMepa He UMEIOT HUKAKOTO OTHOIIICHHS K OaHKY.

UtoObl He cTaTh JKEPTBOM JAUCTAHIIMOHHOIO MOIIEHHUYECTBA CJIEIyeT
MCITOJIB30BATh TOJBKO O(UIIMATTLHEIE KaHAJIBI CBS3U:

e (opMbI 00paTHOH CBS3M Ha caiiTe OaHKa U B MOOMJILHOM MPUJIOKEHUH,

e TenedOHBI TOPAYUX JIMHUIM;

® TPYMIbI WK 4aT-00ThI B MECCEHJIXKepax (€CJIM TAaKOBbIE UMEIOTCS).

Ba)xHO MOMHUTE, YTO MOOUJILHBIE TTPUIIOKEHHS OAHKOB CJIeTyeT CKauMBaTh Yepe3
ounmansabie Marasuusl (App Store, Google Play u 1.11.).

Heobxoammo y4uThIBaTH, YTO Jep)KaTellb KapThl 0053aH CaMOCTOSITEIHHO
obecrneunTh KOHPUAECHIIUAIILHOCTh €€ PEKBU3UTOB U B 3TOM CBSI3U U30€raTh:

e TOJKIIOUEHUS K o0menocTynubiM cetssm Wi-Fi;

e wucnonb3oBanus [IMH- wam CVV-komoB mpu 3aka3e TOBapoOB W YCIYT

yepe3 ceTh «HTepHeTY, a Takxke 1o Tenedony (Paxcy);
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e co0OIIeHNs Ha3BaHHBIX KOJOB TPETHHUM JIMIIAaM (B MPOTUBHOM CIIy4ae JIFOOBIE
omepanuu, COBEPLICHHbIE C UX UCIIOJIb30BAHUEM, CUUTAKOTCS BBIITOJIHEHHBIMU
CaMUM JIepKaTesIeM KapThl U HE MOTYT OBITh OITPOTECTOBAHBI).

[Ipn wucnonp30BaHWM OAHKOMATOB OTJAaBalTe MPEANOUYTCHUE TEM, KOTOPBIC
YCTAHOBJICHBI B 3aIIMIIEHHBIX MECTaX (HAIPUMEP, B TOCYUPEKIEHUAX, opucax OaHKOB,
KPYITHBIX TOPTroOBBIX IIeHTpax). Ilepes ero ucmoiab30BaHUEM, OCMOTPUTE U yOEIHUTECH,
4TO:

® BCE Omepaluu, COBEpIIaeMbIe TPEABIIYIIUM KIMEHTOM, 3aBEPIICHBI;

® Ha KJIaBUATYpE U B MECTE JJIsI pUeMa KapT HET JOMOJIHUTENbHBIX YCTPOUCTB;

® OTCYTCTBYIOT HEHCIIPABHOCTHU U UHBIE TOBPEKICHUS.

CoBepiasg ornepaluy, HE MPUCITYIIMBAUTECH K COBETAM HE3HAKOMBIX JIIOJEH
Y HE NMPUHUMAINTE UX TTOMOIIIb.

[Ipy wucnonb30BaHWM COTOBBIX TenepoHOB (cMapT(oOHOB)  colOmromaiiTe
CIEeAYIOLIME MTPaBUIIA:

® MpU YCTAaHOBKE MOOWJBHBIX TPWIOKEHUM oOpamjaiiTe BHMMaHUE Ha
MOJIHOMOYHS, KOTOPBIE OHU 3alpalliuBatoT. byapTe 0COOEHHO OCTOPOXKHBI, €CITU
NPUIOKEHUE TMPOCUT TMpaBa HA YTEHUE aJPECHOM KHUTH, OTIPABKY

CMC-coo011eHnii 1 MHBIX YBEIOMIICHUM, TOCTYI K ceTH «HTepHETY;

® OTKJIIOYUTE B HACTPOMKaX BO3MOXKHOCTh HCIIOJB30BAaHUS TOJOCOBOTO
yIpaBJeHUs Mpu 3a0JI0KUPOBAHHOM JKpaAHE;

e He mnepexomute Mo cchUikaM w3 CMC-yBenomiieHHid, pa3IMYHBIX YaTOB
U MECCEH/KEpOB, HE YOCAMBIINCh B HMX JOCTOBEPHOCTH (TI€pe3BaHMUBAIITE
JIOJSIM X TPUCIIABIINM);

® HE TMEPEUHCISIUTE JCHEKHBIE CpPEICTBA 3HAKOMBIM, POJICTBEHHUKAMU
U ONU3KUM JIMIlaM Ha WX TMPOCKOBI O TIEPEBOJC JACHEXKHBIX CPEACTB
u3 CMC-yBenomieHuii, pa3IUYHBIX 4aToB 51 MECCEH)KEPOB,
He yOemMBIIMCh B WX  JOCTOBEPHOCTH  (IEpe3BaHMBANUTE  JIIOJSAM
UX MPUCTABLINM);

[Ipu McnoIb30BaHUM MHTEPHET-CEPBUCOB, B TO YUCJE JJISl MOKYNKUA U MPOJAXKH

TOBapOB U OKa3aHus yciyr (AButo, FOa u T.11.) 3aIOMHUTE Psil MPOCTHIX MPaBUII:

® LCIOJIB3YHTE CPeACTBa OOIICHUS, TPEAOCTaBICHHbIE JAaHHBIMU CalTaMu;

® HE MEPEeXOJUTh Ha «UHAUBUIYaJbHOE» OOIIEHHWE C MOCTOPOHHUMH JIHIIAMU
C UCTIOJIb30BAaHUEM JIMYHBIX HOMEPOB TeNe()HOHOB;

e HE MepeiaBaiTe CBOM NEPCOHAIbHBIE TaHHBIE, B TOM YHCJIA aJIpEC MTPOKUBAHMUS,
KOHTAaKTHbIE TeJIe)OHbI, OAHKOBCKHE PEKBU3UTHI M KOJIbl TOJTBEPKICHUS
OaHKOBCKHUX OTIepaluii;

® WCIONB3YHTE TOJBKO TOPSAOK M (OPMBI OIUIATHI, TOJYYCHHS] TOBAPOB,
pEeAyCMOTPEHHBIE TAHHBIMU UHTEPHET-CEPBUCAMMU.

IIpu omnare ToBapa u ycinyr B cetu «UHTepHeT» (0COOCHHO MpU MNPUBSZKE

K PEeryJsIpHbIM IUIaTEXaM WM aKKayHTaMm) TpeOyeTCsi BCErlla YYUTHIBATH BBICOKYIO
BEPOATHOCTh MEPEXOJa HA NOIAECIbHBIA CAUT, CO3JAaHHBIM JUIsi KOMIIPOMETAIUU
KJIMEHTCKUX JAHHBIX, BKJIIOYAsl TUIATEKHbIE KAPTOUHbBIC JAHHBIC.

JInd  MUHUMH3ALMM  BO3MOXHBIX XMWILIEHUW MPU MPOBEACHUU ONEpaLUil

C UCIOJIb30BaHuEM ceTH «MIHTEpHET» pEeKOMEHAYEeTCs:
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e 0hOpMHTH BUPTYAJIHHYIO KapTy C YCTAHOBICHUEM pa3Mepa WHIUBUIYTHHOTO
JMMUTA, OTPAHUYUBAIOLLETO ONEPALlUH, B TOM YUCJIE C UCIIOIb30BAaHUEM APYTUX
OAHKOBCKHX KapT;

e BHUMaTENbHO uHTaTh TeKCTl CMC-cooOmennii U WHBIX yBEIOMIICHHNA
C KOJIaMHU MOATBEPKIACHUM, IPOBEPATh PEKBU3UTHI oniepaunil. Eciau peKkBU3nUTHI
HE COBIIAJIAIOT, TO TAKON MApOJib BBOAUTH HEIb3S.

Korma 0Gank cuuraer coBepliaeMble OT HMMEHM KJIMEHTa ONepaluu
MO/I03PUTEILHBIMHU, OH MOXET 0 CBOE MHUIIMATUBE BPEMEHHO 3a0JIOKUPOBATh AOCTYI
k cepucam CMC-6anka u oHylaiiH-kaOuHeTa. Eciin onepaiy coBepIlieHbI IepKaTesieM
KapThl, JJIs1 OBICTPOro BO30OOHOBJIEHUS JOCTyNa K JEHEXKHBIM CPEACTBAM JOCTATOUYHO
MO3BOHUTH B KOHTAKTHBIN LIEHTP OaHKa.

B ciywyae yrepu wim cmeHbl HOMepa TenedoHa, MPUBA3AHHOTO K OaHKOBCKOM
KapTe, He0O0X0IUMO:

e cBs3aTbes ¢ OaHKoM IS oTkioueHus yenyru CMC-yBenominenus;

e 3a0JI0OKHUPOBATh CUM-KapTy, OOpATUBIIKUCH K COTOBOMY ONIEPATOpYy.

[Ipy BO3HHKHOBEHHH MAJIEHIIMX NOAO3PECHUN HACUYET MNPEANPUHUMAECMBIX
MONBITOK  COBEPIICHHUS MOIIEHHUYECKUX JECHCTBHM ClEAyeT He3aMeJIUTEIbHO
YBEJIOMJISITh 00 ATOM OaHK.

CoOnroieHue NPUBEICHHBIX MEpP M PEKOMEHJAUWi IMO3BOJIUT MPEAOTBPATHTH
CJIy4ad JTUCTAHIIMOHHOTO XUIIEHUS JEHEKHBIX CPEJICTB.



